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Executive Summary 

This document presents a comprehensive investigation of malicious activities detected 

during the Security Blue Online Lab exercise. The analysis highlights key tactics 

employed by the adversary to infiltrate, persist, and potentially exfiltrate sensitive 

information. The investigation underscores critical findings, such as: 

• Persistence Mechanisms: Malicious .lnk files placed in the Startup folder and 

suspicious registry key modifications. 

• Network Activity: Evidence of communication with an external IP address. 

• PowerShell Misuse: Encoded and obfuscated commands executed for privilege 

escalation and payload delivery. 

• Privilege Escalation: Abusive use of elevated user rights to secure control over the 

compromised system. 

This report emphasises the importance of advanced log analysis, network forensics, and 

proactive threat-hunting strategies. Recommendations are tailored to mitigate such 

threats effectively. 
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Timeline of events 

1. May 1, 2020, 22:55:56: Malicious connection initiated by the pbeesly account. 

2. May 1, 2020, 22:56:04: Encoded PowerShell commands executed. 

3. May 1, 2020, 22:58:45: Registry key modification detected. 

4. May 1, 2020, 23:01:42: Malicious executable dropped in the Startup folder. 

5. May 1, 2020, 23:04:34: Windows service registered for persistence. 

6. May 1, 2020, 23:28:17: High-volume activity recorded, indicating potential data 

exfiltration or persistence establishment.  
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Findings and Remediations 

Persistence via Startup Folder 

• Observation: A .lnk file named runtask.lnk was placed in the 

C:\ProgramData\Microsoft\Windows\Start Menu\Programs\Startup\ directory. 

• Implication: Ensures execution of the malicious payload upon every reboot. 

• Recommendation: Regularly audit startup directories for unauthorised changes. 

Implement write restrictions and utilise endpoint monitoring tools. 

Registry Key Modification 

• Observation: Modifications detected in 

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Run using PowerShell. 

• Implication: Enables persistence by running malicious commands on startup. 

• Recommendation: Monitor registry changes in critical paths and enforce access 

controls. 

External Communication 

• Observation: Outbound connection to a suspicious IP (192.xxx.0.5) on port 1234. 

• Implication: Potential Command and Control (C2) communication or data 

exfiltration. 

• Recommendation: Employ robust outbound traffic filtering and intrusion detection 

systems (IDS). 

Privilege Escalation 

• Observation: Privileges such as SeDebugPrivilege were granted to the pbeesly 

account. 

• Implication: Enabled extensive control over the system for potential lateral 

movement or exploitation. 

• Recommendation: Enforce the principle of least privilege and monitor privilege 

escalations. 

File Deletion Attempts 

• Observation: Use of Sysinternals sdelete64.exe to securely delete malicious files. 

• Implication: Indicates attempts to remove forensic traces. 

• Recommendation: Monitor for suspicious usage of administrative tools like 

Sysinternals.  
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Attack Narrative 

Initial Compromise: Adversaries leveraged encoded PowerShell commands executed 

via pbeesly to deploy malicious payloads. 

Persistence & Evasion: Persistent mechanisms were achieved through registry 

modifications and startup folder entries. 

Privilege Escalation: Elevated privileges were abused to increase system control, 

aligning with advanced persistent threat (APT) methodologies. 

External Communication & Cleanup: Outbound communications to a suspicious 

remote IP were observed. Secure file deletion tools were employed to eliminate forensic 

artefacts and hinder post-incident investigations.  
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Detailed Observations 

Screenshot 1: High Number of Hits 

• Observation: Over 195,000 hits recorded at a critical timestamp (May 1, 2020 @ 

23:28:17). 

• Analysis: Such activity suggests automated processes, potentially linked to malicious 

scripts or scanning operations. 

 

Screenshot 2: Process Creation – conhost.exe 

• Observation: Command line shows conhost.exe --headless execution via cmd.exe. 

• Analysis: Abnormal invocation of conhost.exe indicates likely misuse for stealth 

operations. 
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Screenshot 3: Network Activity 

• Observation: Connection established to 192.xxx.0.5 on port 1234. 

• Analysis: Outbound connections on non-standard ports should be flagged for 

investigation, potentially indicating C2 traffic. Implement deep packet inspection for 

thorough analysis. 

 

Screenshot 4: Obfuscated PowerShell Execution 

• Observation: Encoded command executed using the flags -nop, -noni, and -w hidden. 

• Analysis: The flags are indicative of attempts to evade detection and execute hidden 

payloads. 

 

Screenshot 5: Legitimate Binary Misuse 

• Observation: Execution of sdclt.exe and dsregcmd.exe. 

• Analysis: These binaries were potentially exploited for Living-Off-The-Land (LOTL) 

attacks. 
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Screenshot 7: Registry Key Modification 

• Observation: Changes to certificate-related paths using PowerShell. 

• Analysis: Modifications could allow invalid certificates to bypass validation 

mechanisms. 

 

Screenshot 7: Registry Key Modification 

• Observation: Changes to certificate-related paths using PowerShell. 

• Analysis: Modifications could allow invalid certificates to bypass validation 

mechanisms. 

•  

Screenshot 8: Malicious PowerShell Command 

• Observation: Obfuscated script involving file-based operations in 

C:\Users\pbeesly\Downloads. 

• Analysis: Suggests a mechanism for payload delivery and execution. 
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Screenshot 9: Suspicious PowerShell Execution Evidence 

• Observation: Executed a complex, encoded PowerShell script that interacts with 

.NET assemblies and performs file-based operations in C:\Users\pbeesly\Downloads. 

o Analysis: This suggests file-based payload processing or fileless malware 

execution, highlighting the need for advanced script decoding to uncover the 

full extent of the threat. 

 

Screenshot 10: Startup Folder Persistence Evidence 

• Observation: A .lnk file named runtask.lnk was created in the Startup folder, 

originating from PowerShell.exe. 

• Analysis: Demonstrates a persistence mechanism to ensure execution at user login. 

The .lnk target requires analysis to reveal its payload. 

 

Screenshot 11: PsExec Remote Execution Evidence 

• Observation: PsExec executed a Python script located in C:\Windows\Temp\, 

targeting a remote host with credentials. 

• Analysis: PsExec, though legitimate, is often exploited for remote execution. The 

Python script must be analysed comprehensively to ascertain its intended purpose. 
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Screenshot 12: PsExec Remote Execution Evidence 

• Observation: PsExec executed a Python script located in C:\Windows\Temp\, 

targeting a remote host with credentials. 

• Analysis: PsExec, though legitimate, is often exploited for remote execution. The 

Python script should be analysed to determine its purpose. 

 

Screenshot 13: Privileges Assigned to User Account 

• Observation: User pbeesly received elevated privileges, including SeDebugPrivilege 

and SeTakeOwnershipPrivilege. 

• Analysis: These privileges provide significant system control, suggesting preparation 

for further exploitation. 
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Conclusion 

This investigation highlights sophisticated attack techniques, including persistence 

mechanisms, LOTL tactics, and privilege escalations. The adversary's operational stealth 

emphasises the importance of robust monitoring, advanced threat detection, and incident 

response frameworks. 

Recommendations 

1. Enforce PowerShell logging and apply restrictive execution policies. 

2. Implement Endpoint Detection and Response (EDR) solutions. 

3. Regularly monitor startup directories and registry paths. 

4. Block outbound connections to unauthorised destinations. 

5. Conduct staff training to improve awareness of common social engineering tactics, 

such as phishing emails and pretexting, to enhance overall security posture. 

This report serves as a testament to technical expertise in malware analysis, advanced 

threat detection, and comprehensive reporting for actionable security improvements. 

Conclus ion  

This lab exercise highlights the importance of monitoring advanced attack behaviors such as encoded 

PowerShell commands, suspicious service installations, and the use of tools like PsExec for lateral 

movement. Improving detection rules and response strategies for such activities can significantly 

enhance security posture. 


